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What insurance claims data reveals about controls that were already in place

Executive 
summary

Several of the failures 
in these claims 
involved controls the 
client already 
deployed, and a 
controls inventory 
would have listed 
them as in place.

This paper examines cyber claims analysis from Resilience’s portfolio in energy and utilities and 
the unique aspects of threats and losses in this sector. Energy accounts diverge from the rest of 
our portfolio most notably on cause of loss. Across the claims in our oil and energy, utilities, and 
renewables accounts filed from January 1, 2023 through September 5, 2026, email compromise 
accounts for 21% of claims, compared to 10% everywhere else. Across all claims on record, it 
accounts for 2% of energy's incurred losses including reserves, compared to 4% in the rest of the 
portfolio. Ransomware makes up roughly 70% of energy’s incurred losses, about the same share 
as in the rest of the portfolio.

In the specific cases we took a look at, attackers beat controls clients had already switched on. 
One talked an employee into entering a password and a one-time code on a fake login page. 
Another took over a live session that was already authenticated. Clients with recently tested 
backups recovered without paying, and clients who had separated their operational systems from 
corporate IT kept production running. 


None of our clients has filed a claim tied to the 2026 campaign against water and wastewater 
utilities. An attacker can also sit in a control system for months without disrupting anything, and 
then nobody has a reason to file a claim. When a control holds, nobody files a claim, so claims 
can't tell you how often that happens. But when a claim does come in, we can usually see what 
failed. To find out whether your controls will hold, test them against the failures we see in real 
claims. Use the multifactor authentication (MFA) workarounds that show up in our claims, try to 
restore files from a backup an attacker couldn't have reached, and for operational systems, check 
that no controller is reachable from the internet and see how long you can keep operations running 
manually. And ask each vendor what it would cost you if it went down or got breached. For one that 
runs or maintains your equipment, start with your revenue.

Key findings Energy’s largest excess over the portfolio is in email compromise, which 
accounts for little of the cost

Email compromise, malware, and ransomware each make up a larger share of energy's claims 
than of claims across the rest of the portfolio. The largest of those gaps is in email compromise, at 
11 points, yet email compromise accounts for only 2% of energy's incurred losses including 
reserves.

Attackers got around controls that were already running

In several of the email compromise claims we read, attackers worked around MFA that was 
already switched on, largely through social engineering. In the ransomware claims, recently tested 
immutable backups let clients recover without paying, and in two cases segmentation kept 
production running.
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Vendor incidents account for a smaller share of energy’s claims

In 17% of energy's claims, the incident started at a vendor, compared to 24% across the rest of the 
portfolio. About a third of those vendors were HR, payroll, benefits, or accounting firms, and the 
rest included engineering, brokerage, energy-services, billing, payments, IT, and web-hosting 
vendors. In one claim, a client lost income when ransomware hit the vendor that operated its 
equipment, and a single incident at a shared service produced claims from two utility clients.

None of our energy claims involves control system manipulation

That includes our water and wastewater utility clients, even as attackers in the 2026 campaign hit 
utilities in at least seven states. Anyone sizing operational technology risk from claims data is 
working from an undercount, so clients have to test their controls directly.

Email compromise, malware, and ransomware make up more of energy’s 
claims

Energy sector cyber risk, as we measure it, covers our oil and energy, utilities, and renewables 
accounts together. Email compromise is the largest single separation in the loss mix, at 21% of 
energy account claims compared to 10% everywhere else. Malware is a small share in both 
segments, and energy's is five points higher, 7% compared to 2%. The gap is smallest for 
ransomware, 9% compared to 6%. Weighted by dollars across all claims on record, email 
compromise is 2% of energy's incurred losses including reserves, compared to 4% for the rest of 
the portfolio.

Email compromise is the largest gap in 
energy claims

Energy

Rest of portfolio

Share of claims by cause of loss

Email compromise
10%

21%

Malware
2%

7%

Ransomware
6%

9%

Resilience claims, Jan. 1, 2023 – Sept. 5, 2026. Shares are within each segment.

Email compromise is the largest single separation in the loss 
mix, at 21% of energy account claims compared to 10% 
everywhere else.
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Attackers went after what the controls didn’t cover

In several intrusions, MFA was switched on and working, so attackers targeted an employee or a 
session instead. One attacker talked an employee into entering a password and a one-time code 
on a fake page they controlled, and captured both at once. Another hijacked a session that had 
already passed the MFA check and used it to register a new MFA method of their own, so they 
could sign back in later.


Ransomware makes up about 70% of energy's incurred losses, and the ransomware claims show 
a mixed record on controls.


At two companies, clients had recent backups they had tested and found clean, so they had little 
reason to pay, and they recovered from those copies.


In one claim, ransomware reached supervisory control and data acquisition (SCADA) knocked out 
communications, and left the client without visibility over equipment that was still physically 
running. In the other two cases, the operational systems ran on a separate, segmented network 
the attacker never reached, so production carried on through an IT compromise.

Ransomware is a small share of claims but 
most of the cost

Share of claims

Share of incurred losses

Energy: share of claims vs. share of incurred losses

Email compromise
2%

21%

Ransomware
9%

~70%

Resilience claims. Losses incurred including reserves, from claims with a recorded amount.

In several intrusions, MFA was switched on and working, so 
attackers targeted an employee or a session instead.

Energy's claims start with a vendor less often than the rest of the 
portfolio's

The two vendor categories, vendor data breach and ransomware impacting a vendor, together 
account for 17% of energy claims, compared to 24% across the rest of the portfolio.


About a third of energy’s vendor claims involved HR platforms, payroll processors, benefits 
administrators, or accounting firms, the vendors any employer uses. Several of those resulted 
from the 2023 MOVEit Transfer vulnerability that Progress Software disclosed¹ and the 2024 
Change Healthcare breach documented by the HHS Office for Civil Rights², two events that 
affected companies in every sector. An energy company shows up in those claims because it 
employs people and pays them through a vendor. The rest involved engineering, brokerage, 
energy-services, billing, payments, IT, and web-hosting vendors.  


One of those other vendors was embedded in physical operations.
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When ransomware hit a provider that operates and maintains equipment for other companies, one 
of its clients' power plants went offline and that client lost income.


One incident at a shared third party can produce claims from several clients at once, which 
underwriters call aggregation risk. Two utility clients filed claims after a single incident at an 
industry service that multiple utilities rely on for shared operational coordination. 

Fewer energy claims start at a vendor
Share of claims that began as a vendor breach or vendor ransomware

Energy 17%

Rest of portfolio 24%

Resilience claims, Jan. 1, 2023 – Sept. 5, 2026.

When a control 
holds, nobody files a 
claim, so claims can't 
tell you how often 
that happens.

Attackers in the 2026 water utility campaign used the same mechanism on 
control systems

Attackers used the same mechanism in the large mass-victim software breaches, with servers in 
place of controllers. In 2023, a flaw in one widely deployed file transfer product let unauthenticated 
attackers reach its database at any organization running an affected version1. Our own vendor 
claims from that one event span unrelated clients in unrelated sectors. When many organizations 
run the same product, attackers can exploit one flaw at many of them at once.


Our Risk Operations Center (ROC) has been tracking a campaign against water and wastewater 
utilities in which attackers have compromised utilities across the sector through the same 
exposed equipment and similar third-party network setups.


By July 30, 2026, water and wastewater utilities in at least seven states had reported incidents to 
the FBI3. In some of those incidents, attackers disrupted water operations. Attackers reached 
controllers exposed directly to the public internet and changed their IP addresses and passwords, 
which left operators without a view of connected equipment and, in some cases, without control of 
it. At least one organization found modified controller project files after noticing discrepancies in 
ladder logic across several of its sites. How much an attacker could do depended on what the 
controller ran and whether the utility could fall back on manual operation.

Minnesota IT Services reported a coordinated attack on operational technology at more than 30 
community water systems on July 26 and 27, 2026, and has not attributed it to any actor.4 We 
don't know whether the Minnesota attack is part of the activity in the FBI's reporting. The FBI 
noted that third parties had set up several victims' networks in similar ways, which may let an 
attacker who succeeds at one customer repeat it at others.³ 


CISA warned of the same pattern in late November 2023, when attackers were exploiting one 
manufacturer's controller line in water and wastewater systems and reaching devices on the open 
internet that still used the manufacturer's default password.⁵


In April 2026, six federal agencies (the FBI, CISA, NSA, EPA, the Department of Energy, and US 
Cyber Command's Cyber National Mission Force) warned, in a joint advisory, that Iranian-affiliated 
actors were exploiting internet-exposed controllers at water and wastewater systems, energy 
facilities, and government sites⁶. On July 22, 2026, they widened it from one manufacturer's 
controllers to three.  Our utilities code includes water and wastewater utilities, and none of their 
claims involve control system manipulation.
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Top ransomware groups draw few victims from energy
Share of each group’s victims in energy and utilities

Qilin 3.4%

Akira 4.8%

Source: Cyfirma, Energy & Utilities Q1 2026 Industry Report (Feb. 3, 2026). External data, not Resilience claims.

Why control system attacks rarely generate insurance claims

A control system attack rarely produces a claim, because claims data only records events that 
someone reported under a cyber policy.


An attacker who gets onto a controller and waits makes no ransom demand and encrypts nothing. 
And if the attacker doesn't take regulated personal data, the utility has no notification obligation 
either. An intruder running an espionage operation can sit inside a utility for months, however 
serious the breach, and leave nothing for anyone to file.


On the IT side, claims show clearly where the money goes, and ransomware makes up about 70% 
of energy's incurred losses. In threat intelligence firm Cyfirma's first-quarter 2026 energy and 
utilities report, the two ransomware groups with the most victims in the sector, Qilin and Akira, 
drew only 3.4% and 4.8% of their victims from energy and utilities, a pattern Cyfirma reads as 
opportunistic targeting.⁷ But anyone sizing OT risk from claims data, ours or any other portfolio's, 
is working from an undercount. Our Risk Operations Center reached the same conclusion 
independently of the claims review in this report.

Test whether a control holds under attack

To test a control, try to beat it the way an attacker would, and record what happens.


For MFA, that means knowing which factor types your implementation accepts and what your 
systems do with a session that is already authenticated. You can test each failure  point in these 
claims. An attacker can talk someone on your staff into entering a one-time code on a page that 
looks like yours. An attacker with a stolen session token can get past a login that never re-
prompts. Someone using an account that's already signed in can often register a new MFA 
method, and so can a help desk agent following a reset script. Attackers relay push approvals and 
one-time codes, but they have a harder time relaying phishing-resistant factors, so find out which 
of your applications still fall back to the weaker ones. Check, too, whether older mail protocols 
such as IMAP and POP still accept a password without MFA, and whether users can grant a third-
party app access to their mailbox without review.


Test backups and segmentation the same way you test MFA. Restore from a copy that an attacker 
holding domain credentials could not have reached or deleted, under something close to live 
incident conditions. That’s why the copy needs to be offsite and immutable, since a backup an 
attacker can reach can be encrypted along with everything else. Then assume corporate IT is fully 
compromised and watch whether the operational systems keep running, including the paths 
people reach for under pressure — the engineering workstation, the vendor’s remote access 
route, and the shared credential that exists so somebody can fix things at two in the morning.


Ask vendors different questions depending on what they do for you. A vendor that holds your data 
should be able to tell you what data it has, where that data goes, and how it would notify you of a 
compromise.
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With a vendor that operates or maintains your equipment, find out how much revenue you lose 
while the vendor is down and how long your own staff can keep the equipment running without it. 
Then check that the vendor's access into your environment is limited to the job it does. Many 
vendors will need to answer both sets of questions.


On shared sector infrastructure, ask which third parties your peers also depend on, and whether 
one event at any of them has already produced disruption at more than one of you at the same 
time. And practice running operational systems manually, which the FBI and EPA recommend.³


Claims can't show you whether an attacker is already inside your control networks, so look there 
directly. Inventory what is reachable from the public internet, then compare controller logic against 
a known-good baseline, which is how the organization in the FBI and EPA reporting caught its 
modified project files.³ Configuration and credential changes on devices nobody should be 
touching remotely are the other thing to watch.

Use the multifactor authentication (MFA) workarounds that show up in our claims

Try to restore files from a backup an attacker couldn't have reached

Check that no controller is reachable from the internet and see how long you can keep 
operations running manually

Ask each vendor what it would cost you if it went down or got breached

What this changes

Several of the failures in these claims involved controls the client already deployed, and a controls 
inventory would have listed them as in place. Ask your team when it last watched one of your 
controls fail under test, and whether anybody was in the room.

Methodology Cause-of-loss proportions in this report come from Resilience's claims records for accounts in three industry 
codes read as one population: oil and energy, utilities, and renewables and environment. The utilities code 
covers water and wastewater systems. Energy proportions are compared to claims from every other segment 
in the portfolio over the same period.


The period covered for cause-of-loss proportions is Jan. 1, 2023 through Sept. 5, 2026. Claims with earlier 
loss dates are excluded because the energy segment has too few from 2021 and 2022 to describe those 
years.


Cause-of-loss shares are calculated within each segment, as a share of that segment's own claims. The 
energy figures and the rest-of-portfolio figures are separately normalized and are not shares of a common 
total.


Loss figures are reported as incurred losses including reserves, the house measure, which estimates a 
claim's final cost and includes amounts not yet paid. Severity shares are shares of that total by cause of loss, 
calculated within each segment across all claims on record, including those with loss dates before 2023. They 
are calculated from the subset of claims carrying a recorded incurred amount, a small fraction of each 
segment's claims, so they are less reliable than the cause-of-loss shares.


The findings on controls and on the kinds of vendors involved come from reading claim narratives, because 
the structured fields that would record how an incident started are largely unpopulated.
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Endnotes

The review covered every energy email compromise claim in the period and every energy ransomware and 
vendor-related claim on record. These findings describe what those claims show and are not measured rates.


Average severity is excluded, because at this claim count a single outlier changes it substantially. Individual 
ransom and settlement amounts are excluded. One vendor severity figure is excluded because its recorded 
incurred and paid amounts remain unreconciled, which reads as an open reserve.


Extraction and refining are not separable within the oil and energy code. No distinct refining classification 
exists in this data, and fewer than 1% of companies in that code carry any refining-related code, so the oil and 
energy figures here describe the general population.


External threat intelligence comes from the public advisories in the endnotes and from our Risk Operations 
Center. Internal claims analysis and external intelligence are reported separately and are not combined into 
any figure.
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